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Abstract

With the rapid development and higher level of dependence on new information and technology by
various organizations across the world, cybercrime issues are increasing, and there are no technologies
that seem flawless in combatting the issue. The use of concepts relating to digital forensic investigation
of criminal activities and digital forensics will, therefore, tackle the problem with finding digital evidence
in cybercrimes. OSForensics is one of the various digital forensic investigation tools that allows the use
of Hash Sets for identifying known safe files in program and operating system files. The tool is essential
for identifying suspected files like Trojans, viruses, and hacker scripts. The problem presented in this
paper, therefore, entails utilizing combinations of digital forensic investigation of criminal activities and
investigation concepts. The paper seeks to establish the effectiveness of OSForensic in Digital Forensic
Investigation to curb cybercrime. That is, the capabilities of OSForensics and the accuracy of OSForensics
with regards to retrieving and analyzing data from a hard drive in order to investigate and curb cybercrime
at the workplace. The researcher investigated a case in which a company security had been threatened by
an employee whose contract had recently been terminated. The company suspected that this employee had
some serious pictures, locations, and employee details belong to company. The image of the employee’s
personal flash was sent to the researcher to help initiate the investigation using OSForensicssoftware so
as to establish any evidence that the employee still had pictures, locations, and employee details belong to
company. In overall, OSForensic was able to identify company details that the employee was having. The
research was able to identify sensitive information about the company that the suspect was having, including
the names of the employees, images, company system structure and what seemed to be their respective
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Introduction

Digital forensics refers to walking back through
incidents in computer systems to investigate crimes or
to map out digital assets [*]. Kishore et al. [! define data
analytics as collecting, aggregating, and analysis tools
for the detection of threats and monitoring security.
Information Security, as [“lasserts, encompasses other
issues such as access control, risk assessment, malicious
software, and incident investigation. A new tool is
provided that combines digital forensic ofillegal activities
and digital forensic investigation concepts to determine
cybercrime patterns, find motives for cybercrime, and for
keeping score of the number of cybercrimes that occur in
a given period. Moreover, digital forensic investigations

inquire about questionable and unfamiliar activities
in the digital world ['3]. Digital forensics, therefore, is
useful in understanding attacker behaviors that get done
through the collection and analysis of status information
and logs ['']. Losavio et al. Blexplain that attacks mostly
occur as a result of unawareness. Naskar, Malviya, and
Chakraborty [1%1 note that through the unawareness
of users, systems become more prone to cybercrime,
which almost always occurs without notice. Forensic
process is one that is done in steps, and the number of
steps depends on the forensic typel'?l. Mostly, however,
the first step in digital forensics is the identification of
potential data sources and the acquisition of data that

s [20

is useful in forensics from these source 1. Some of
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the primary data sources are routers, storage media,
desktops, and cell phones, etceteral?l. Plans are required
for getting the data from the primary data sources for
which priorities will be provided based on the data’s
volatility, importance, and the amount of effort for
collecting the data. The investigation process follows the
steps of extracting relevant information pieces, analysis
for drawing conclusions, and reporting for preparing and
presenting the outcome of the analysis step. Some of the
types of digital forensics include computer forensics,
firewall forensics, database forensics, and live systems
forensics, and software forensics, among others. Of the
said types, computer forensics is most essential as it
involves analyzing and investigating for the collection
and preservation of evidence ['®],

The present research employed the forensic
investigation techniques used in OSForensics. The
hash sets for identifying known safe files in program
and operating system files have been used for the
project. The OSForensics is available commercially
as a digital investigation suite for Windows. This tool
retails at around $995 USD with 12-months support
and updates(!3]. The suite is capable of mining forensic
evidence from computers and implementing file
searches and indexing. OSForensic is mainly used in
cybercrime investigations and can be useful in initiation
of investigations. It used to create a new case and fill
case details. For example, we can browse for the USB
image to create the hash for the image; this helps in
checking if the hash is changed or not after collection
of evidencel'’l. OSForensic scans the image to check
the recent activities such as access website, recent
downloads and USB drives. The problem presented in
this paper, therefore, entails utilizing combinations of
digital forensic investigation of criminal activities and
investigation concepts. The problem issue for this project
is that presently, cybercrime issues are increasing,
and there are no technologies that seem flawless in
combatting the issue. The use of concepts relating to
digital forensic investigation of criminal activities and
digital forensics will, therefore, tackle the problem with
finding digital evidence in cybercrimes. The paper seeks
to establish the effectiveness of OSForensic in Digital
Forensic Investigation to curb cybercrime.

Materials and Methods

The
OSForensics so as to determine the extend in which it

researcher initially researched more on
works and found out that numerous options are available
for the investigator to use in OSForensics free edition.

Based on the fact that there are numerous options
available for the OSForensics, and since the research
had limited number of researchers and time, the forensic
investigation was narrowed down to USB Registry
Activity. The researcher investigated a case in which a
company security had been threatened. The company had
just terminated an employee that was working in their
security team. They suspect that this employee had some
serious pictures, locations, and employee details belong
to company. The image of the employee’s personal flash
was sent to the researcher to help initiate the investigation
so as to establish any evidence that the employee still
have serious pictures, locations, and employee details
that belong to the company.The researcher started
forensic investigation with the USB image, then opened
VM ware and created a folder for the study investigation
and then started the investigation using OSForensic
tool. A new case was then created and named the case
with Investigating G2 Image filled case details and then
browsed for the USB image. The researcher then took
the hash for the Image for verification.Subsequently, the
researcher created SHA1 hash and saved the result in
notepad.The image was then selected after it had been
extracted. The image was then added and new folders
established. The folders were used to investigate all the
deleted files.

The investigation revealed some interesting files;
for instance, Marta contained pass codes. The researcher
also found another text file called “name” that had a
list of suspected employees’ names and also found the
location.Sensitive information about the company with
file called workstation was also established. What seems
to be the company network diagram was also found. The
researcher also found what appeared as employees 1D
from the file “Football Information”:

Result and Discussion

OSForensics was capable to create hashes and hash
sets for different files, one single text string, or a whole
volume with SHA-1, CRC32, MD5 or SHA-256 hashes.
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It was possible for the investigator to calculate the hash
of the file, the individual text string or volume and
consequently compare it to a hash value which is well
known. The create/verify hash function was applied to
hash different folders and files on a forensic image. As
shown in the figure below, OSForensics has the general
ability to hash the individual drives and folders/files on
the respective drive. The time for completing the hash
varied, depending upon the drive that was being hashed
and the file size.

In overall, Forensics was able to identify company
details that the employee was having. The research was
able to identify sensitive information about the company
that the suspected employee was having, including the
names of the employees and what seemed to be their
respective identification numbers.

According to Hidayat et al. [lOSForensics is a
digital investigation tool that allows the use of Hash
Sets for identifying known safe files in program and
operating system files. Hidayat et al. [l further explain
that this tool is essential for identifying suspected files
like Trojans, viruses, and hacker scripts. Among other
benefits, OSForensics allows for faster extraction of
forensic data from computers and reduces the need for
further time-consuming analysis.

The tool can detect suspicious activities and files
employing hash matching, drive signature assessments,
and binary and memory data 7). It finds hidden sectors
in the hard disks, looks through volume shadow copies
to analyze the previous versions of files and validates
file matches with MD5 (message-digest 5), SHA-256
(secure hash algorithm 256), and SHA1 hashes '3, Tt
also has disk drive imaging feature to store the drive
content replicas. In addition, RAID (Redundant Array of
Independent Disks) arrays are accomplished from each
disk image with the help of this tool.

According to Hidayatet. al. 'l and as has been
established in the present paper, OSforensics software
restores deleted data effectively, particularly data
removed by the perpetrators. In their study, Hidayatet.
al. [ carried a four-phase comparative analysis of
OSforensics. They made the comparison with Disk
Genius, GetDataBack and Diskdigger forensic toolkits
for data retrieval on Windows 8 Operating System.
Analysis began with formatting the flash drive and then
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filling out data on the flash drive. All the data in the
flash drive was deleted and the recycle bin emptied. The
digital forensic toolkits were then used for data recovery.
The OSforensics kit recovered the deleted data precisely
compared to Disk Genius, GetDataBack and Diskdigger.

Lahaiel®! also carried out a four-phase forensic
process on a 32GB USB drive using the OSForensics
tool. The tool was used to create an MDS5 hash of the
drive before and after the data acquisition phase. The
researcher applied a USB write-blocking registry
tweak to ensure that data could not be altered before
connecting the USB to the computer; implying that the
disk is forensically sound. The OSForensics locked the
USB further, producing matching MDS5 hashes before
and after the acquisition, indicating that OSForensics is
forensically effective in the field of digital forensics.

However, Hidayat et al. [l acknowledges that
digital forensic investigators follow specific stages and
measures when working on an incidence. For that reason,
investigator is likened to tools because they act as tools
in tracking and persecuting criminals. Accordingly, they
must follow standard process to obtain credible results
(%1, Similarly, the approach adopted in this investigation
process has four phases ['6]. By following this approach,
it is possible to account for every data and evidence
obtained during the examination. Besides, it easier to
show time and hash values as proof of the investigation
[14]

Evidence gathering from a storage media is backed
with the fundamental steps in storage media investigation.
They include extracting an image of the compromised
system, performing hash value integrity calculation,
recovery of files or folders to new locations, examining
specific deleted files, and collection of evidence ['7]. The
evidence is collected from recycled folders, bad sectors,
free spaces, auxiliary devices, network activity logs,
and application software file. Also, gathering evidence
involves proper copying of evidence into appropriate
text files, relevant searches for key-term strings, and
accurate scrutiny of applications or indication of file
encryption, deletion, compression, and encryption or file
hiding utilities. Therefore, the preparation of evidence
summary should demonstrate, and report expert findings
established from evidentiary excerpts and investigative
examinations. The CIA (Confidentiality, Integrity,
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and Availability) model is the fundamental security
background for digital forensics investigation.

Conclusions

Digital forensic entails auditing in computer science
that takes the evaluation, investigation, and analysis
of computer systems to map digital assets and crimes.
There is need to conduct a forensic investigation to
unravel the damage caused, the extent of the attack,
approach of the attacks and future measures to adopt
in best practices and approaches in countering future
cybercrime attacks. Technology and innovations have
enabled in the development of new digital forensic tools
with the ability to combine digital forensic investigations
and digital forensic illegal activities. The research
aimed at establishing the effectiveness of OSForensic in
Digital Forensic Investigation to curb cybercrime. That
is, the capabilities of OSForensics and the accuracy of
OSForensics with regards to retrieving and analyzing
data from a hard drive in order to investigate and
curb cybercrime at the workplace. The research has
established that OSForensics can effectively be adopted
in forensic operations and with different capacities and
capabilities. OSForensics tool enable the location of
data while protecting the evidence and creating quality
evidence to be used in legal proceedings. This tool is
effective in curbing cybercrimes through determining
and establishing criminal activities. OSForensics has
analytical capabilities adopted in mining and analysis of
criminal related data. Furthermore, the OSForensics tool
enhances the digital investigation by use of Hash Set to
establish safe files in operating systems or a program,
thus making it possible to identify cybercrimes such as
hacker scripts, viruses, or Trojans. OSForensic tool is
vital in starting investigations since it has the capability
offilling case details and creating new files. Additionally,
the tool can mine data from recent downloads, access
websites, and USB drives. OSForensics tool enhances
the information security functions that enhance
looking, mining, and reporting digital information for
legal proceedings. The digital forensic tool is vital in
identification, extraction, analysis, and presentation of
digital evidence contained in digital devices. Like in the
present case, OSForensics was able to identify company
details that the suspected former employee was having.
The research was able to identify sensitive information
about the company that the suspected employee was

having.
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